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Abstract

Network delay is one of the main factors which can degrade the

Qual ity of Experience (QE) of the users of network services. This
docunent surveys a set of recomrendati ons about the maxi num | at ency
tolerated by the users of del ay-constrai ned services. Sone
recomendati ons already exist for VolP, but energing services as e.g.
online gam ng, have different requirenents. Different papers in the
l[iterature reporting these constraints are surveyed, and a sumary of
the latency limts for each service is finally provided.
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1. I nt roducti on

The "Workshop on Reducing Internet Latency" [Wrkshop], sponsored by
the Internet Society and sone research projects in 2013, discussed
di fferent ways for reducing Internet |atency, stating that "For

I nternet applications, reducing the |atency inpact of sharing the
conmuni cations nmediumw th other users and applications is key."

Network delay is one of the main factors which can degrade the
Quality of Experience (QE) of network services [ RFC6390]

[ TGPP_TR26.944]. 1In order to prevent the degradation of the

percei ved quality of the services with delay constraints, a maxi num
[imt can be defined. This "latency budget"” has to be taken into
account when considering the possibility of addi ng new network
functions (e.g. through m ddl eboxes), since every optim zation adds
sone delay as a counterpart. These new functions not only exist at
upper layers, but they can also be found in Layer 2. For exanple, in
[ I EEE. 802- 11N. 2009], a nunber of Protocol Data Units can be grouped
and transmtted together, but this will add a new delay required to
gat her a nunber of frames together.

Thi s docunent surveys a set of recommendati ons about the maxi num
| atency tolerated by the users of services with delay constraints.
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Sonme recommendations already exist for e.g. VolP [ITU T _G 114], but
enmergi ng services as e.g. online gam ng, have different requirenents,
whi ch may al so vary with the gane genre.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Considered services

2.1. Real-tine services
Under the term"real-tinme network services"” we consider both
conversational and stream ng service classes as defined in [TGPP_TS].
I nteractive and background services are considered non real -tine.
Fundanmental requirenments of real-tinme network services include
conversational pattern (stringent and | ow delay) and preservati on of
the tinme relation (variation) between the information entities of the
stream

W identify the following real-tine network services, as those with
the nost stringent real-tine constraints:

o Voice over IP
o Online ganes
0 Renote desktop services

2.2. Non real-tinme services
Non real -tine services such as stream ng audi o or video, and instant
messagi ng al so have delay limts, but different studies have shown
t hat acceptable delays for these services are up to several seconds
[ITUT_G 1010].
Sonme types of machine to machine (MM traffic (e.g., netering
nessages from various sensors) for these services can be go up to an
hour [Liu_MM.

3. Definitions

The three network inpairnments normally considered in the studies
related to subjective quality in delay-constrai ned services are:
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o delay - can be reported as one-way-delay (OAD) [ RFC2679] and two-
way-delay (Round Trip Tine) [RFC2681]. In this docunent, under
the term "l atency,"” one-way end-to-end delay is considered.

o delay variation - which is a statistical variance of the data
packet inter-arrival tinme, in other words the variation of the
del ay as defined in [ RFC3393].

0 packet loss - nore inportant for certain services, while other
i nclude very good algorithnms for concealing it (e.g. sone gane
genres receive accunul ati ve updates, so packet |loss is not
i nportant).

In this docunent we give recommendations for overall tolerable del ays
to be taken into account when addi ng new m ddl eboxes or
functionalities in the network. In an interactive service, the total
delay is conposed by the addition of delays as defined in 3GPP TR
26.944 [ TGPP_TR26.944]. The overall delay nmay be cal cul at ed
according to the I TU- T Y. 1541 recomendation [ITU T_Y. 1541].

o Transfer delay - fromHostl to Host2 at tine T is defined by the
statement: "Hostl sent the first bit of a unit data to Host2 at
wre-time T and that Host2 received the last bit of that packet at
wWre-time T+dT." Thus, it includes the transm ssion delay (the
anmount of tinme Hostl requires to push all of the packet’'s bits
into the wire) and the propagation delay in the network (the
anount of tine it takes for the head of the packet to travel from
Host1l to Host2).

o0 Transaction delay - the sumof the tinme for a data packet to wait
in queue and receive the service during the server transaction.
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S: Packet sent
R Packet received
Figure 1
Figure 1 illustrates these delays. The |labeled tinmes (S and R)

designate the tines in which the packet is sent and received,
respectively, by the network interface.

4. Delay reconmendati ons

4.1. Vol P
For conversational audio, the International Tel ecomunication Union
recommends [I TUT G 114] less than 150 mllisecond one-way end-to-end
delay for high-quality real tinme traffic, but delays between 150 ns
and 400 ns are still acceptable. Wen considering conversational

audio, it should be noted that this delay limts include jitter
buffers and codec processing. For stream ng audi o, delay constraints
are nmuch | ooser, so the delay should be Iess than 10 s

[ITUT_G 1010].

4.2. Online ganes
Onl i ne ganes conprise gane genres which have different |atency
requi renents. This docunent focuses on real-tinme online ganmes and

endorses the general gane categorization proposed in
[ A aypool Latency] in which online ganes have been divided into:
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o Omipresent, with the threshold of acceptable [atency (i.e.,
| atency in which performance is above 75% of the uninpaired
performance) of 1000 ms. The nost representative genre of
omi present ganes are Real -Tinme Strategies.

0 Third Person Avatar, wth the threshold of acceptable |atency of
500 ns. These ganes include Role Playing Ganes (RPG) and
Massively Multiplayer Online Role-Playing Ganes ( MMORPG)

o First Person Avatar, in which threshold of acceptable latency is
100 nms. The nost popul ar subgenre of themare First Person
Shooters, such as "Call of Duty" or "Halo" series.

As remarked in [Bernier_Latency] and [Aiveira_online], different

nmet hods can be enployed to conbat delay in online games. The so-
called "client-side prediction" has been largely used in First Person
Shooters. It can be divided into "input prediction" and "dead
reckoning," where input prediction hides the latency for the client-
controll ed actions while dead reckoning hides the | atency of other
participating players.

The study [C aypool Latency] eval uated players’ perfornmance in
certain tasks, while increasing |atency, and reported val ues at which
t he performance dropped bel ow 75% of the performance under uni npaired
network conditions. \While neasuring objective performance netrics,
this method highly underestinmates the inpact of delays on players’
Q@E. Further studies accessing a particular gane genre reported nuch
| oner | atency thresholds for uninpaired ganepl ay.

O her approach sonme studi es have taken is to perform "objective
measur enent s" [ Kai ser_obj ective] a nunber of identical "bots", i.e.
virtual avatars controlled by Artificial Intelligence, are placed in
the sane virtual scenario and a nunber of parties between them are
performed. |f the nunber of parties if high enough, then the score
will be the sanme for all the bots. Then, different network
inmpairnments (latency, jitter, packet |oss) are added to one of the
bots, and another set of tests is perforned. The perfornmance
degradation of the network-inpaired bot can then be statistically
characteri zed.

A survey using a | arge nunber of First Person Shooter ganes has been
carried out in [D ck_Analysis]. They state that |atency about 80 ns
coul d be considered as acceptable, since the ganes have been rated as
“uninpaired."” Besides service QOE, it has been shown that delay has
great inpact on the user’s decision to join a ganme, but significantly
| ess on the decision to | eave the gane [Henderson_QoS].
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A study on Mean Opinion Score (MXS) evaluation, based on variation of
delay and jitter for MMORPGs, suggested that MOS drops below 4 for
del ays greater than 120 ns [Ries_ QOEMMORPG . The MOS score of 5

i ndi cates excellent quality, while MOS score of 1 indicates bad
quality. Another study focused on extracting the duration of play
sessions for MMORPGs fromthe network traffic traces showed that the
session durations start to decline sharply when round trip tine is
bet ween 150 ns and 200 ns [ Chen_HowSensitive].

Wiile original classification work [C aypool Latency] states that
|atency up to 1 second is tolerated by omi present ganes, other
studi es argued that only latency up to 200 ns is tolerated by players
of RTS games [ Caj ada_RTS].

4.3. Renote desktop access

For the renote conputer access services, the delays are dependent on
the task perforned through the renote desktop. Tasks may incl ude
operations with audio, video and data (e.g., reading, web browsing,
docunent creation). A QoE study indicates that for audio | atency
bel ow 225 nms and for data | atency bel ow 200 ns is tol erated

[ Dusi _Thin].

4. 4. Non real -time service

Under this category we include services for MM netering informtion,
stream ng audi o, and instant messaging. MM netering services
present a one way conmuni cation (i.e., nost information travels from
sensors to the central server) [Liu MM. The signalling information
related to MM can al so be optim zed. Internet of Things application
| ayer protocols such as CoAP [ RFC7252], used in Constrai ned RESTful
Envi ronnments (CoRE) [ RFC6690]. The ACK_TI MEOQUT period in CoAP is set
to 2 seconds. Instant nessaging (despite "instant” in its nane) has
been categorized as data service by the ITU-T, and it has been

desi gnated with acceptable delays of up to a few seconds

[ITUT_G 1010].

4.5. Sunmary

We group all the results in Table 1 indicating the maxi mum al | owed

| atency and proposed nmultipl exi ng periods. Proposed nultiplexing
periods are guidelines, since the exact values are dependant of the
existing delay in the network. It should be noted that reported
tolerable | atency is based on val ues of preferred del ays, and del ays
in which QOE estimation is not significantly degraded. Miltiplexing
peri ods of about 1 second can be considered as sufficient for non
real -tinme services (e.g., stream ng audi o).
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8.

1

o e e e e e e e e i e i aaa o o e e e e e e e e i e i aaa o Fom e +
| Service | Tolerable latency (OAD) | Mux. period |
o e e e e e e e e e e o - o e e e e e e e e e e o - o e - +
| Voi ce conmuni cati on | < 150ns | < 30ms |
| Omi present ganes | < 200ns | < 40ns |
| First person avatar | < 80ns | < 15ms |
I ganes I I I
| Third person avat ar | < 120ns | < 25ns

I ganes I I I
| Renot e deskt op | < 200ns | < 40ms |
| I nstant nessagi ng | < bs | < 1s |
| M2M (netering) | < lhour | < 1s |
o e e e e e e e e i e i aaa o o e e e e e e e e i e i aaa o Fom e +
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